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Firet Leeture, July €. 

1. Xntrodttotory rwarko. Brief hiatorioal aunre# of subject. Great advances made in 

recent yearo both in methods and in analysis. 

2. Definitions. Cryptography. Cipher. Sneiphering;Deeiphering. Plain text; Cipher Text 

Code, encoding (Decoding. Plain text; Code text, enciphered Cede. 

3. Comparison of advantages and disadvantages of codes and ciphers. Sharp distinction 

betveen oode and cipher in madern oryptogr^g|i. 

4. Limitations of both oode and cipher. The time element in solution moot important in 

military ciphers or codes, beoause no praotical system yet devised is insoluble. 

5. Influence of recent rapid advanoe in radio on the use oi cryptographic mewts of com* 

munioation in varfare. 

6. Necessity for proper training of officers and specialists in the use of oode and cipher 

Seriousness of results of failure to observe fuadsaental rules and preoautions. 

An appreciation of this feature ie to be found in a study of the principles used 
in the solution, or analysis of ciphers. 

7. Analyeis of Ciphers. Principles of Mechanism of a written, alphabetical language. 

Froquenoy tables. Proportions of vowels and consonants. Helativo order of frequency 
of various letters, and oombinationaof letters. Tho two principal classes of 
ciphers: Transposition Ciphers; Substitution Ciphsrs. Sxamples of each. Method 
of distinguishing. Various types of transposition oiphors. Method of Solution, 

8. Sttbstitition Ciphers. The kinds of alphabets. Cipher alphabote, normal alphabets, 

direct, reversed, mixed, reciprocal. Simple or single alphabet substitution 
ciphers. Multiple alphabet substitution ciphers. The U.S.Army Disk. Playfair, 

/ Second Lecture, July 7. 

1. Review of general principlee of traaepesition and substitution ciphers. 

Demonstration of the solution of a typical four-alphabet substitution cipher. 

Repetitions or recurrences. Principle of factoring tho interval between these 
recurrences in cipher text. Clues to number of alphabets involved. Analysis of 
frequency tables prepared upon basis of tbs number of alphabets. 

imIlfaSMdSif reasons for the simpioity of the solution. Short key vs. a long or a eon* 
tinuous key. Known alphabets (direct or rversed normal) vs. mixed or unknown 
alphabMs. 

h 4. Correction of errors. Errors in enciphering. Errors 
Errors in deciphering. Errors in copying. 

/ 5. Examples of doiphsred GenBon nsssagss taken from one 
time factor in those solutions, 

6. The requ^rensats of a cipher for miltary field use. Form* suitable for telegri^hy. 

Must not be longer than original text. Enemy can be in possession of all details 
of the system. Only thing kept secret is the ksy applying to particular measages. 

If instrument used, must admit possession by enamy. Method of encipherment and 
' dediphermeat must be si^^le, demand no strain. Complex proessses impossible on 
field. System must admit of speedy oorrsetion of errors. Conforming to all pro* 
codling, system must be sueh that solution of 50 to 200 messages all in same key 
is a difficult matter— sufficient to delay solution for suoh length of time that 
information is valueless when solved. 

7, IxfAanation of the new U.S.Aroji Multiple Disk Cipher Device. Derving a numoridal 

key from a k^ word or a key phrase. 
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Third l«ot<kr«, July 8. 

I. Cod*. R*t1*w d*flnitieD oad dltilnetion b*tv**B ood* mud olpb*r. 

8. Th* Tcirlous typ** of ood**. C*an*rolal. Oovomoaontal. Zoonony. Soorooy, 

Alphabotloal or on*«part cod**. RaadoBlsod, or tvo-part ood**. Adraniag** 
and dlsadvantag** of *aoh. t)*e*«*ity of fttrtb*r**aeiph*nMat for •*or*i 
alphabatloal cod**. Noooesity of oaroftil attontion to randoBliod ood**. 
Soourlty in lattor oensiat* in r*arrang*a*nt of ood* ogolvaiont* from 
tla* to tis*. Moaning of "n*« oditioa. or chang* in ood*". 

3. Tb* Artay Fiold Ood**. Oonoral doaorlption of oontont* and typ* of group*. Pbras**, 

oorda, nunbor*. ayXlabl**, lattor*, tine group*, nulla, blank*. 

4. Tb* limitation* of th* fiold eodo*. Roduood si**, and eonavguont *aall reoabu lary . 

N*o***ity of b*ooaing familiar with eontont*. Mak* oode moaaag* fit tb* 
cod* book, not rio* T*r*a. 

5. Safoguarding tb* ood*. Reaoon* for proeaution* to b* found in past *ap*ri«no*« and 

otttdy of th* ana]^*i* of ood*. 

6. Oonoral rul«*. N*o*eaity for praaorring eomplot* aaeroey of tba book itaolf against 

unauthoriaod sight, pbotograg»bs , *to. Co^promis* of a singl* espy n*o***i» 
tats* oomplot* aithdraoal of all eopiss and issu* of n*v odition. Vary 
axponslTo, tim* lost, dangor, *ta« 

All oode messago* of oqual fmpertanc* to tb* snooty ood* »8lTing sootion. 
Solutions in noa-important n**a*g** grmt aid in solution of important. 

Honoo, in aotual oarfaro, raatriot traffic to lomaat possibl* limit. Tb* 
amount of matorial int«rc*pt*d i* usually tb* doeiding factor in oolutioa. 

7. Spooifio ruls*. MositigI* ono* transmittod in on* form pf cipbor or eod* must n*v*r b* 

r*p*at«d in any otbor form ^atoooTor. Dononstratien of oas* in aotual 
solution of n*v Canaan ood* from thro* m***ag*o intoreoptod. Zf absolutoly 
Booossary to ropoat in anotbor form, mosoag* must b* parapbrasod. tsplan* 
ation^ohangittg about th* «o rd», pbraa**, sontono**. Mak* n*v messag* 
boar least rooamblaao* to original. 8. Mosoag* «no* sont in cod* or oipbor 
must noTor b* sont in oloar^ 8md rio* rorsa. 3. ll*T*r insort plain tost of 
any kind in ood* or oipbor mossago, nor punctuation, o^br*Tiationa, *to. in 
oloar. 4. Plain toxt and oguisaloBt coda toxt muxt nairer xppoar on sxm* 

•boot of pi^or for filo. Work oboot* must bo d**troy*d by burning. Plain 
toxt •boot* must noror b* filod attaohod to oipbor or eod* *b**t*. 

8. Brief d**eriptien of priaoiploa of wialyai* of ood*. Rooonitruotion of tb* ood* 

book. Breaking up th* unknovn toxt into a ear la* of **t* of group*. 

Study of th* bobariour of th* Toriou* typo* of olomont* going to make up 
intoUigibl* toxt. Word** Tarioua nature*. Propeoitiona, nouns, adJsetiT**, 
T«rbs, eta, all b«haT* dlff*r*ntly. 

9. Solution Iqr ooavarisAmner analogy. Dangor of atorootypod aoeaago* *r report* of any 

kinds. Mtt*t b* avoided baoauaa oasisst solrsd. Solntion by first priaolpUa. 

10. Th* propsr us* *f tb* o«d* to make *oluion by first prinelpl** mor* difficult. Danger 

of addr***** and signaturta. U*a *f Spelling group* to be limited *o far 
as possibl*. They are vmakdat part ef th* ood*. Ua* of the smrlanto and nulli 
or non-slgnif leant groups. 

II. / Qsnfral sucBiary. 



